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ECAI 2015, June 25 — June 26, 2015, Timetable and Program

Date Time Session or activity Location
June 24 20:30-22:00 | ECAI Welcome cocktail “R” —restaurant
8:00-8:50 Authors Registration “CD” - Poster Hall
9:00-9:40 ECAI Opening Ceremony Aula Magna
9:40-12:10 ECAI KEYNOTE LECTURES | Aula Magna
11:00-11:30 Coffee break & Brokerage events Poster Hall
RTl:_ANSYS E'Iect_romagnetics — A short Room E310
tutorial of applications
12:15-12.45 RT2: Lifelong Learning Programs in
Engineering Education: IWLLPEE’14 Room E309
RT3: Research & Technological
Transfer & Business Room E308
12:15-14.00 Brokerage events Poster Hall
14:00-15.30 Lunch “R” —restaurant
ECAI Afternoon sessions
Software & Computer Applications - A Room E210
Bio-medical applications Room VIP
15:30-17:00 Workshop WAITS 2015 Room E310
’ ’ Workshop WRMC 2015 Room E308
Workshop IWAE 2015 Room E335
Workshop IWFEEE 2015 Room E321
Workshop WSGPLC 2015 Room E309
17:00-17:30 Coffee break & Brokerage events Poster Hall
17:30-19:00 Concert of Classic Music Aula Magna
19.00-21.00 ECAI Welcome dinner “R” —restaurant
9:00-9:30 Authors Registration “CD” - Poster Hall
9:30-11:00 ECAI KEYNOTE LECTURES Il Aula Magna
11:00-11:30 Coffee Break & Brokerage events Poster Hall
ECAI morning sessions
Software & Computer Applications - B Room E309
Room E310
Communication Room E210
11:30-14:00 | Young Researchers session - A Room E308
Workshop IWSSS 2015 - A Room VIP
Workshop WWSD 2015 Room E321
Workshop LLPEE Poster Hall
ECAI Poster sessions Poster Hall
14:00-15:30 Lunch “R” — ECAI restaurant
ECAI Afternoon sessions
Software & Computer Applications C Room E309
Room E310
Young Researchers session - B Room E308
15:30-17:00 | Workshop IWSSS 2015 Room VIP
Workshop WOCSC 2015 Room E210
Workshop WALNLF 2015 Room E321
ECAI E-session PCs on Poster Hall
ECAI Poster sessions Poster Hall
17:00-17:30 Coffee Break& Brokerage events Poster Hall
17:30-18:00 ECAI Closing Solemnit: Aula Magna
||
18:00-20:00 | ECAI Gala Dinner
\ \ \
20:00-23:00 Free time (shopping & sightseein@
: D T t 9.00, Ji 27, from UNIVERSITY OF S-E
June 27 9:00-17:00 | ECAITrip EGROPE Luminee,
Participants departure Avrrival will be at about 17.00, June 27.
June 28 Participants departure

“R” -restaurant inside the UNIVERSITY OF S-E EUROPE 'Lumina'.
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Online banking services have become one of the
most Important applications on the Internet, being
provided by most of the banks all over the world

The end-user can manage the accounts or make
some payments without being forced to go to the
physical bank office

That’s why security concerns regarding
authentication have to be taken into the account and
the bank should provide various and combined
methods for login, in order to increase the
confidence In their services



In other words, the bank should provide a multi-
factor authentication.

This paper will present a model for user enrollment
and authentication, using three basic methods, based
on:

what user knows (a username),
what user has (a digipass) and
an intrinsic characteristic of the user, e.g. a fingerprint.

Combining these three characteristics will lead to a

great security improvement in authentication or
order signing



Classical methods are based only on the first two
characteristics (what user knows and has), without
the most habitual one, that cannot be lost or stolen:
an intrinsic characteristic of the user, like a
fingerprint or an iris.

This paper will also present an application developed
during our researches, for user enrollment that can
be used in the bank-side environment.



The idea of using biometric characteristics for online
banking authentication isn’t a new one

There are only a few implementations of this
concept, especially for testing purposes.

Also, only a few researches have been done in this
field, and especially after 2000’s



A Ve ry |nte reSti ng paper (S.S. Hoseini and S. Mohammadi, “Review banking on

biometric in the world’'s banks and introducing a biometric model for Iran’s banking system”,

Journal of Basic and Applied Scientific Research, Part 111 2(9), September 2012, pp. 9152-9160)

was published in 2012, where the authors are

describing their researches in using biometrics for
various forms of banking:

ATMs (15t place - 45% from 121 studied banks),

access control to the bank’s computers (2" place — 24%),

branch-banking (3™ place, almost equal to access control — 22%),
internet banking (4t place — only 10%),
POS devices (with only 2%)



Asia iIs In the front of using biometrics in banking,
with a percent of 52%, followed by America (32%)
and Europe (9%).

As biometric characteristic, the fingerprints are on
the first place (48%), followed by finger vein, voice,
hand vein, iris (7.43%) and signature. Other
biometrics are under 5% in their researches.



Online banking application model can be seen from

two points of view:

end-user interface and
bank officer application for account management.

The following picture presents an overview on what
we will discuss further.



Online banking application

A 4
‘ End-user interface | Bank-side application
‘ Authentication, using: ‘ Bank officer authentication
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During our researches, we developed a VB.NET
application for initial or further enrollment of a user
In an online banking application

We focused on the development of an application for
user enrollment (bank-side software), the
authentication part (client-side) being in a
developing process.

The main form of this application is presented in the
following picture



Smart bank's fingerprint enrollment system

Smart bank's fingerprint enroliment system

Firzt attempt Second attempt Third attempt Fourth attempt

=100 %]

Fifth atternpt




We used the Microsoft Fingerprint Sensor, together
with GrFinger library from Griaule Biometric’s
Fingerprint SDK 2009

We used the Griaule FingerCap USB driver 2.1,
provided by the same company, because the original
sensor’s software doesn’t have a SDK that can be
used for application development.

From the GrFinger library, we used only the
functions for initializing fingerprint sensor and for
acquiring RAW fingerprint images.



The main idea is that five impressions of the same
fingerprint are taken, each acquired image being
compared with the ones already introduced.

When capturing the fingerprint we decide if it is
suitable for personal recognition or not.

If the fingerprint is rejected, then the user has to
repeat the current attempt until an acceptable
fingerprint is acquired.



After the second fingerprint, all further images are
compared against the already acquired images, and if
the match score is above a threshold established into
the software, then the fingerprint is accepted,
otherwise it Is rejected and the user has to
reintroduce It.

After all fingerprints have been acquired, In
compliance with the conditions described above, the
enrollment process finishes and the user can use his
credentials in order to login to the internet banking
application.



O

» The final page, after successful enroliment, is
presented Iin the following picture.

Smart bank's fingerprint enrollment system B ]

Smart bank's fingerprint enroliment system

First attempt Second attempt Third atternpt Fourth atternpt Fifth attempt

Fingerprint sucessfully
enrolled. Press this button to
move fonraard




This software can be used both for initial enrollment
or further registration, in the following cases:

(i) the user has only a username and a password and needs a
fingerprint to be registered for security enhancement;

(i1) because of a physical impairment that occurs after initial
enrollment, the user can provide another fingerprint than the one
registered in the system



The main problem with actual authentication

methods is that are using only credentials that can be
stolen or lost.

Using a characteristic that a user always possesses
(like a fingerprint), together with actual methods,
will lead to a security enhancement, being suitable
even for the most suspicious and reticent users.



The main target in future research is to develop an
application that is sensor-independent and that can
be used on various devices, not only on desktop or
notebook computers.

Also, the designed application must be operating
system-independent, being suitable to be used on
Linux, Android, 10S or others, not only on Microsoft
Windows environment. That’s why in the following
versions, JAVA environment will be used.



Many researches can be done in raising the security
level, especially regarding template transfer to the
bank’s server or predicting spoofing attack that can
occur in using fingerprints.

Many biometrics can be taken into account, like iris
or face recognition, but keeping the implementation
price as low as possible (for example a basic iris
scanner costs around $100, while the fingerprint
sensor presented above is as low as $30).
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