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Background

 Online banking services have become one of the g
most important applications on the Internet, being 
provided by most of the banks all over the world

 The end-user can manage the accounts or make 
some payments without being forced to go to the 
physical bank officephysical bank office

 That’s why security concerns regarding 
authentication have to be taken into the account and authentication have to be taken into the account and 
the bank should provide various and combined 
methods for login, in order to increase the 
confidence in their services



 In other words, the bank should provide a multi-, p
factor authentication. 

 This paper will present a model for user enrollment 
and authentication, using three basic methods, based 
on: 

 what user knows (a username)   what user knows (a username), 

 what user has (a digipass) and 

 an intrinsic characteristic of the user, e.g. a fingerprint.

 Combining these three characteristics will lead to a 
great security improvement in authentication or 

d  i iorder signing



 Classical methods are based only on the first two y
characteristics (what user knows and has), without 
the most habitual one, that cannot be lost or stolen: 

 i t i i  h t i ti  f th   lik   an intrinsic characteristic of the user, like a 
fingerprint or an iris. 

 This paper will also present an application developed 
during our researches  for user enrollment that can during our researches, for user enrollment that can 
be used in the bank-side environment.



Introduction

 The idea of using biometric characteristics for online g
banking authentication isn’t a new one 

 There are only a few implementations of this 
concept, especially for testing purposes. 

 Also, only a few researches have been done in this 
fi ld  d i ll  f  ’field, and especially after 2000’s



 A very interesting paper (S.S. Hoseini and S. Mohammadi, “Review banking on y g p p
biometric in the world’s banks and introducing a biometric model for Iran’s banking system”, 

Journal of Basic and Applied Scientific Research, Part III 2(9), September 2012, pp. 9152-9160)

was published in 2012, where the authors are was published in 2012, where the authors are 
describing their researches in using biometrics for 
various forms of banking: 

 ATMs (1st place - 45% from 121 studied banks), 

 access control to the bank’s computers (2nd place – 24%), 

 branch-banking (3rd place, almost equal to access control – 22%), g (3 p , q ),

 internet banking (4th place – only 10%), 

 POS devices (with only 2%)



 Asia is in the front of using biometrics in banking, g g,
with a percent of 52%, followed by America (32%) 
and Europe (9%). 

 As biometric characteristic, the fingerprints are on 
th  fi t l  ( 8%)  f ll d b  fi  i  i  the first place (48%), followed by finger vein, voice, 
hand vein, iris (7.43%) and signature. Other 
biometrics are under 5% in their researchesbiometrics are under 5% in their researches.



PROPOSED MODEL FOR ONLINE BANKING

APPLICATIONAPPLICATION

 Online banking application model can be seen from g pp
two points of view: 

 end-user interface and 

b k ffi  li ti  f  t t   bank officer application for account management. 

 The following picture presents an overview on what g p p
we will discuss further. 





APPLICATION FOR USER ENROLLMENT

 During our researches, we developed a VB.NET g , p
application for initial or further enrollment of a user 
in an online banking application

 We focused on the development of an application for 
 ll t (b k id  ft )  th  user enrollment (bank-side software), the 

authentication part (client-side) being in a 
developing processdeveloping process.

 The main form of this application is presented in the  The main form of this application is presented in the 
following picture





 We used the Microsoft Fingerprint Sensor, together g p , g
with GrFinger library from Griaule Biometric’s 
Fingerprint SDK 2009

 We used the Griaule FingerCap USB driver 2.1, 
provided by the same company, because the original 
sensor’s software doesn’t have a SDK that can be sensor s software doesn t have a SDK that can be 
used for application development.

 From the GrFinger library  we used only the  From the GrFinger library, we used only the 
functions for initializing fingerprint sensor and for 
acquiring RAW fingerprint images.



 The main idea is that five impressions of the same p
fingerprint are taken, each acquired image being 
compared with the ones already introduced. 

 When capturing the fingerprint we decide if it is 
it bl  f  l iti   t  suitable for personal recognition or not. 

If h  fi i  i  j d  h  h   h    If the fingerprint is rejected, then the user has to 
repeat the current attempt until an acceptable 
fingerprint is acquired  fingerprint is acquired. 



 After the second fingerprint, all further images are g p , g
compared against the already acquired images, and if 
the match score is above a threshold established into 
th  ft  th  th  fi i t i  t d  the software, then the fingerprint is accepted, 
otherwise it is rejected and the user has to 
reintroduce itreintroduce it.

 After all fingerprints have been acquired,  in 
compliance with the conditions described above, the p ,
enrollment process finishes and the user can use his 
credentials in order to login to the internet banking 

li i  application. 



 The final page, after successful enrollment, is p g , ,
presented in the following picture.



 This software can be used both for initial enrollment 
or further registration, in the following cases: 

 (i) the user has only a username and a password and needs a 
fingerprint to be registered for security enhancement; fingerprint to be registered for security enhancement; 

 (ii) because of a physical impairment that occurs after initial 
enrollment, the user can provide another fingerprint than the one 
registered in the systemregistered in the system



Conclusions and future researches

 The main problem with actual authentication p
methods is that are using only credentials that can be 
stolen or lost. 

 Using a characteristic that a user always possesses 
(lik   fi i t)  t th  ith t l th d  (like a fingerprint), together with actual methods, 
will lead to a security enhancement, being suitable 
even for the most suspicious and reticent userseven for the most suspicious and reticent users.



 The main target in future research is to develop an g p
application that is sensor-independent and that can 
be used on various devices, not only on desktop or 

t b k tnotebook computers.

Al  th  d i d li ti  t b  ti   Also, the designed application must be operating 
system-independent, being suitable to be used on 
Linux  Android  iOS or others  not only on Microsoft Linux, Android, iOS or others, not only on Microsoft 
Windows environment. That’s why in the following 
versions, JAVA environment will be used.



 Many researches can be done in raising the security y g y
level, especially regarding template transfer to the 
bank’s server or predicting spoofing attack that can 

 i  i  fi i toccur in using fingerprints.

M  bi t i   b  t k  i t  t  lik  i i   Many biometrics can be taken into account, like iris 
or face recognition, but keeping the implementation 
price as low as possible (for example a basic iris price as low as possible (for example a basic iris 
scanner costs around $100, while the fingerprint 
sensor presented above is as low as $30).
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