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Welcome from the Chairs

FOREWORD

Computational Intelligence and Intelligent Technologies are very important tools in building intelligent systems
with various degree of autonomous behavior. These groups of tools support such features as ability to learn
and adaptability of the intelligent systems in various types of environments and situations. The current and
future Information Society is expecting to be implemented with the framework of the Ambient Intelligence
(Aml) approach into technologies and everyday life. These accomplishments provide the wide range of
application potentials for Machine Intelligence tools to support the AmI concept implementation. The number
of studies indicates that this approach is inevitable and will play essential and central role in the development of
Information Society in close future.

The essential importance of the Machine Intelligence in this historically challenging effort points out the
responsibility of MI community including all fields like Brian-like research and applications, fuzzy logic, neural
networks, evolutionary computation, multi-agent systems, artificial life, Expert Systems, Symbolic approaches
based on logic reasoning, Knowledge discovery, mining, replication and many other related fields supporting
the development and creation of the Intelligent System. The importance embedding these systems in various
kinds of technologies should bring profit and different role of mankind in production and in everyday life. We
expect to have intelligent technologies, solution and even humanoid robots to help the mankind to improve and
keep the ideas of humanity and democracy.

The role of Machine Intelligence Quotient will play an important role in the future to be able to evaluate the
degree of the autonomous behavior of the designed system. It is belief that it will be domain oriented problem
and should also be important to use this information for decisions made by humans e.g. in evaluation of
many information system in commercial tender to pick up the system with the highest MIQ. The usefulness
of this parameter will be dependent on many influences including technological, domain oriented and also
commercial aspects of the CI application in various systems. The commercial need to have “intelligent” solution
and products should increase the interest for MI tools.

This year number of contribution showed up from mechanical Engineering domain, control and also pure
computer science. We do believe that this multidisciplinarity will be very useful to emerge more Al applications
in Information Society and will help making products and solutions more “intelligent”.

This proceedings is a small contribution of knowledge dissemination and presentation of important problems
and advances in Computational intelligence theory and applications. Hungary and Slovakia as members of EU
will do their best to contribute to European Research Area and support the development of Computational
Intelligence technology for the benefit of the mankind.

IMRE J. RUDAS AND LIBERIOS VOKOROKOS
General Chairs
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Abstract— The internet banking applications have become
more and more complex and almost each bank has got its
own service. The login and signature security vary from
user/static password authentication method (that is one of
the weakest way to manage one’s accounts) to certificates
and tokens. Also, biometrics is increasingly used in many
parts of our lives, from biometric passport, airport
authentication and control access. It is easier and safer to
login to internet banking with something you have or are
(fingerprint, face, iris etc.) than with something you
remember (and that can be stolen by malicious software or
people). Also, signing an order will be more secure by using
a fingerprint than a code generated by a token. A
combination of these two authentication methods will lead to
a visible security enhancement, too. The fingerprint can be
used for two purposes: to open a token device and/or login
to the internet banking application or sign an order. This
article will introduce some concepts about these two fields:
internet banking and biometrics. It will also present a
securing internet banking operations model by using
biometrics. During our researches, we developed a Java
application to simulate access to an internet banking web-
page. This application will be briefly presented at the end of
the paper.

I. INTRODUCTION

Internet banking applications are used by more and
more people all over the world. Almost each bank has its
own service. Most of the banks use the user/password
authentication method, with the password generated by a
token device. But what happens if someone steals your
token and guesses the PIN (assuming the device has got
one)? The thief may access all your accounts and make
transfers to some other ones, even before you notice the
token was stolen. Worse, if the bank or a financial
institution is not quite interested in increasing security and
it uses a static password authentication method, then this
is the easiest way to enter an account. The method consists
in stealing login credentials, by using phishing or a
malicious software program that can send the login and
the password to a server (there are many possibilities: an
infected computer can send the login and password
directly to another computer by tracing browser actions
and/or cookies, or one can use a key-logger software, for
example).

The phishing method consists in entering personal data
and password for a “verification” that apparently came
from your bank. The web page looks similar to the one the
bank uses for authentication. But, after entering personal
data, even if the password isn’t provided, the people that

978-1-4799-8221-9/15/$31.00 ©2015 IEEE
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operate the phishing page can call the bank’s call center
(where personal data is requested) in order to claim a
password change, for example, saying that they forgot it.

Using biometrics within the authentication/signature
actions, problems like the ones described above will not
occur anymore. The user can use his/her biometric
characteristic (fingerprint, for instance) in order to
authenticate or open the token device. In this case, the
person that uses the device is definitely the same that is
allowed to do this. There is no doubt about it, because
fingerprints are likely impossible to be stolen or
counterfeited. Biometrics can be used on desktop/laptop
computers, but also on smartphones, many of them being
equipped with a fingerprint sensor. There is still one
problem with the disabled people, whose fingerprints
can’t be temporarily or definitively read. In this case,
another biometric characteristic is necessary; for example,
face or iris recognition.

The idea of using biometrics to increase the certitude
that the person that is logging in is really the one he/she
claims to be, was implemented many years ago, on
different applications. But the usage of biometrics in
internet banking wasn’t much studied. There are some
banks that already use biometric characteristics to
authenticate their clients. For instance, fingerprint
authentication is being used by UBB (United Bankers’
Bank), IBC (International Bank of Commerce) from the
USA and Woori Bank from South Korea. A list of
worldwide banks that use biometrics in their activity (not
only within internet banking, but also on branch banking,
at ATMs or for access control) are presented in the article
[1].

There are many software companies that offer
biometric solutions for banks, for example DigitalPersona,
Veridicom Intl., Imprivata (with IndentiPHI and Saflink).

The following article will introduce some concepts
concerning internet banking solutions, biometrics and a
combination of these techniques that will lead to a major
security increase.

II.  INTERNET BANKING — AUTHENTICATION AND
SECURITY CONCEPTS

A. What is Internet Banking ?

Internet banking (with its synonyms “e-banking”,
“online banking” or “virtual banking”) stands for an
online service provided by banks or financial institutions
to their clients, in order to manage accounts and operate
transactions. The bank will usually provide a secured



webpage, where the client can log in using available
authentication methods.

According to John Cronin ([2]), “distance banking
services over electronic media” - the precursor of modern
internet banking, were introduced in the early 1980s.
1983, when 4 major US banks (Citibank, Chase
Manhattan, Chemical and Manufacturers Hanover) and
the Bank of Scotland from UK introduced internet
banking for the first time, can be considered the birthday
of this concept. The trend continued and was developed,
but the users were still hesitant about the system. After the
exponential internet growth, namely after 1990s, the banks
managed to provide this service to almost 80% of the US
clients by 2000. In fact, the first services consisted in
some desktop software applications and were nothing like
they are today, namely by using a browser to connect to
the bank.

The following paragraph will present some
authentication methods and concepts used for internet
banking security.

B.  Authentication methods and security

There are many possibilities to connect to an internet
banking application. The most used methods consist in
using a user and a password (static or dynamically
generated). Three situations from two different financial
institutions from Romania will be presented.

1)  Username and static password

It is the weakest possible method. It was previously
used by Raiffeisen Bank in Romania and many other
banks. Now, the example will present the “Non-banking
financial institution - Cetelem” (a subsidiary of BNP
Paribas Personal Finance SA). The registration process
consists in filling a form at a Cetelem desk, then receiving
(after almost one week) an email from the bank to activate
the access to the application. After activation, another
email is sent, providing a link that must be followed in
order to set the initial password. After setting the initial
password, the user can login using his/her credentials. In
figure 1, it is presented the login page, where the user will
introduce the login credentials.

User:

Password:

(o)

@ Cetelem Roménia 2014, All rights reserved.

You are browsing a Cetelem secured webpage.

Figure 1. Cetelem authentication page, https://accounts.cetelem.ro
After entering the correct user and password, the
application will redirect to the account’s main page. From
here, the authenticated user can make money transfers,
change personal data or view the account statement.
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As shown before, there is no link to reset the password
in the main page. If one loses his password, he has to call
the call-center, answer some questions and then reset the
password or change personal data. For instance, this can
be extremely risky because of the phishing that can collect
personal data and then someone that benefits from the ID
theft can call the client-desk to pretend he/she is you. This
method is extremely unsafe, because we usually use one
password for all logins within other applications. If
someone steals your password, then he/she will likely be
tempted to use it on any possible application. The figure
below comes from https://accounts.cetelem.ro. The page is
secured with a 128 bits certificate, using the
AES 128 CBC algorithm, with SHA1 and RSA. The
webpage uses TLS 1.0.

2) Username and static password, when using a
personal web browser certificate

This method consists of requesting a personal web
browser certificate for an online banking service. The user
applies for a PIN at the bank’s office and, within 1-2
weeks, an envelope containing it is delivered (using the
banking internal post service). After the client receives the
certificate PIN, he/she can access the internet banking
webpage and request a private certificate. This can be
done by accessing the “Application for certificate” link, as
the following picture indicates. Then, the user must follow
the instructions on the page and finally, a private
certificate will be provided. The certificate is generated by
Microsoft Active Directory Certificate Services, installed
on the “Banca Transilvania CA”. The CA (Certification
Authority) will store the user credentials and request the
personal certificate within every logon into the
application. This method is much more secure than the
previous one, since it requires a private certificate.

WELCOME TO BT 24

\
\Gf‘ Log-in the NEW BT24 with certificate
.5-‘»\ Log-in the NEW BT24 with token/sms
\@;\ Contact

Politica de /G policy

Figure 2. BT24 welcome page, https://bt24.btrl.ro/bt24

The private certificate provided by this CA is encrypted
using a 1024 (medium) or a 2048 (high) bits key strength.
The main problem is that the certificate can be only
requested on the Internet Explorer browser and it becomes
useless when it comes to the identification using Linux as
an operating system or a smartphone with Android, iOS or
even Windows Phone. Also, the certificate is computer-
dependent; thus, it must be requested on every computer
one wants to use this application on. It is also user-
dependent, because the user only has got the PIN that can
generate it.

Within the login process, in addition to the private
certificate, the user must provide a username (set by the
bank) and a static password.
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However, the envelope with the PIN can be stolen or
lost. It is highly probable that it contains the authentication
password, too. Therefore, the person that uses the
information from the envelope can access the certificate
generating application and the login page. Yet, the
password must be changed every 3 months. If the
envelope containing the PIN (and possibly the password)
is lost/stolen, a few days after getting it, the money from
the user’s account might fly to the thief’s one, without
having the immediate possibility to prove that one didn’t
really make the electronic transaction that was signed
using the password.

If someone steals one’s personal data, including the
login username, then he/she can call the bank’s call center,
to request a PIN and a password change, using the
credential provided by the user that fills in the fields on a
phishing web page. This problem is serious, because
malicious people who do that can easily convince the
bank’s operator to change the PIN and password, having
full access to the account that is being hacked.

3) Username and dynamic password, generated by a
token device

Token devices that generate passwords based on an
algorithm are increasingly used for internet banking
authentication. The main advantage is that they don’t
include any certificate (that expires eventually and must
be replaced) and do not have to be inserted in the
computer’s USB port (having a cell-battery that must be
changed from time to time). This is the main difference
between this kind of token and the ones used for
document digital signing (and that contains a certificate
that eventually expires). When logging into an internet
banking application, the secured webpage will request a
username and a password that is generated by the token.
The token also has a PIN that must be inserted every time
a password is requested. It can also provide a code for
electronic signature, based on the code provided by the
webpage of the internet banking application. Therefore, it
has two functions: to provide a login password (option 1
from its main menu) and a signature code when requested
within a transaction in the webpage (option 2 from the
main menu of the token). The token has a serial number
that is linked to the user’s account. Therefore, it can’t be
used to generate passwords for other accounts.

The token is presented in the following figure. The user
has to enter the desired application (1 or 2) to generate a
password for authentication or a signing code. The device
provides a different password every time, based on an
algorithm that is included in its internal software.

N
BT (247
i 2 3
¥ &y U
)0 C
g0\
Figure 3. The BT24 authentication token
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This method is more secure than the previous one,
because it uses ‘“something the user has” and not
something he/she remembers (a password). This could be
considered the bridge between “what the user knows” (a
password) and “what the user is” (and what unique
biometric characteristic he has got).

Another method, when the token is not available, is to
use mobile banking. In this case, the authentication
method will be SMS-OTP (SMS — One Time Password).
This requires the registration of the user’s phone number
on his/her account. The user will fill the username and
password, and then the application will send a SMS to the
user’s phone, containing a code that has to be filled into
the login form. After this, the user can access his/her
accounts.

Next, some important considerations on biometrics and
its applications will be introduced.

III. BIOMETRICS — A GRAND CHALLENGE

A.  What is biometrics ?

Biometrics, a term derived from the Greek words
“bios” (life) and “metrikos” (measure), stands for a
complex of automation methods that should lead to
personal  identification using some  measurable
(fingerprint, iris, retina, voice, face geometry, etc.) and/or
compartmental (signature, writing dynamics, etc.)
characteristics of a person. According to the Webster
dictionary ([3]), biometrics is defined as “the
measurement and analysis of unique physical or
behavioral characteristics (as fingerprint or voice patterns)
especially as a means of verifying personal identity”. The
word “biometrics” is used for “brevity sake”, because this
term “has been historically used in the field of statistics to
refer to the analysis of biological (particularly medical)
data” ([4], [5])-

In the following paragraph, some important biometric
characteristics and the sensor needed to acquire them will
be presented.

B. Important biometric characteristics, sensors and
their applications

There are many biometric characteristics that can be
taken into account: fingerprint, iris, face, hand geometry,
gait, retina, vein pattern, keystroke pattern, voice, ear,
signature and many others. Some of them can be used for
online authentication, but some can be only used for
offline or forensic applications (such as DNA). Also,
multibiometrics can be used to enhance security. The book
[4] presents more data about this field.

However, we have to take into account that some
individuals do not possess some of these biometric
characteristics (because of a physical impairment). In this
case, the system must be adapted to acquire the biometric
characteristics the client is able to provide.

Biometrics is used on several applications, such as
computer logon (using fingerprint, face or iris
recognition), airport security (Privium System from
Amsterdam International Airport — [6], Tel-Aviv “Bel
Gurion” International Airport — [7], etc.), hypermarkets
(Kroger — [8]), US-VISIT (United States Visitor and
Immigration Status Indicator Technology — [9]) or for fun,
at Disneyland World Orlando ([10]).



In the following paragraphs, some important biometric
characteristics will be introduced.

1) Fingerprint identification

Fingerprints were one of the first studied biometric
characteristics. They are used to authenticate persons or
for forensic purposes. Besides other biometric
characteristics, fingerprints remain at the crime scene,
because of the natural grease that exists on fingers.
Therefore, ever since 1892, Francis Galton determined the
uniqueness of fingerprint characteristics and described
some methods and algorithms in a book ([11]) which can
be considered one of the first books in biometrics.
Fingerprinting was introduced as an identification method
in the UK Police in 1897, by Sir Richard Edward Henry
([12]).

Fingerprint identification methods and algorithms have
been widely described in the book [13] and many other
articles and books.

The computer logon process using fingerprint (which is
also suitable for internet banking authentication) is
presented in the figure 4.

A
&

Detect sensorl Please louch your fingerprin

WindowsLogon

Please plug fingerprint device or "Cirl+AltsDel’ to continue

Identity

Figure 4. Windows Logon using author’s fingerprint

Many devices can be used to capture the image of a
fingerprint. According to [13], the main sensors to do this
job can be: optical (FTIR - Frustrated Total Internal
Reflection, optical fibers), solid-state (capacitive, thermal,
electric field, piezoelectric), ultrasound. The touching
method is one of the most used nowadays. But the sweep
method consists of a cheaper device and can be easily
integrated into a mouse or a smartphone. This method
implies that the user should sweep his finger on a sensor.
The image of the fingerprint from figure 4 is obtained by
using the sensor on the mouse presented in figure 5. The
mouse comes with the software for Windows logon, in
addition to the driver of the fingerprint sensor.
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Programmatically, libraries provided by the software can
be used to develop other online or desktop applications.

Mouse with a sweep fingerprint sensor and the detail of the
sensor

Figure 5.

2) Iris recognition

This method is new and was still being developed since
1987, when two ophthalmologists (Leonard Flom and
Aron Safir — [14]) discovered that the human iris
possesses some characteristics that can be used for
personal identification or people verification. The iris is
usually confused with retina, but they are two different
components of the human eye, one being acquired
relatively easily, using an infrared camera (the iris) and
the other needing special equipments to be acquired (the
retina). The main contributions in iris recognition were
John Daugman’s studies, starting from 1994, when the US
Patent no. 5.291.560 was issued ([15]). The patent is
called “Biometric personal identification system based on
iris analysis” and was issued for Dr. John Daugman from
Cambridge University. The main contribution of this
patent is the fact that iris recognition can be
mathematically described.

Iris recognition can be used (as a fingerprint) for
computer logon applications and can also be integrated
into an internet banking authentication process. In the
picture 6, the Windows login page and the author’s right
eye will be presented.

The software “SecureSuite” is provided with a
“Panasonic BM-ET100US” camera that will be shown in
the figure 7.

The camera has two objectives, the upper one being
used for iris capture and the lower one - as a webcam.
Thus, this device can also be used for facial, ear or gait
recognition. In the lower part of the camera, it can be seen
three formations that consist in an infra-red beam that
activates every time the iris is being captured. It is better
to do iris capture using infra-red, because this method will
provide a better image to be processed in order to
determine the iriscode (the code generated for an iris,
using Daugman’s algorithm described in [15], [16] and
other articles).
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SecursSuite Logon ta Windaws.

Fioae erit edential
e )
T -

Logonte |CATA [t computer) ~
D) Ausheriion Detads
[Leg enmimg dshin

Ii#an Privatel Copture

Figure 6. Iris recognition login

‘ <5

priv ael®

Figure 7. Panasonic BM-ET100US camera

3) Combining multiple biometrics

Multiple biometric characteristics can be combined in
order to provide a higher level of security. In the
following picture, an embedded system will be described,
that consists of using a special camera for iris recognition
(like the one described in figure 7) and a fingerprint sensor
installed on a mouse (described in figure 5). The author
uses a laptop with an iris and fingerprint recognition
software. The system can be used to develop a various
number of applications for control access, internet
banking or anything else that requires a great level of
security.

IV. USING BIOMETRICS IN INTERNET-BANKING
APPLICATIONS FOR SECURITY ENHANCEMENT

As shown above, the degree of login or signing process
security can be increased by using biometrics. Biometrics
can be used for at least two purposes: to open the token
instead of using a PIN and/or to actively interfere in the
login or signing process. Biometrics can be used alone, or
in combination with another authentication methods, such
as a token.

Also, biometrics must not be imposed to the client, but
the front-desk bank officer must explain the customer the
advantages of this technology. Some clients are still
reticent to this authentication method, but if the
advantages are clearly explained, then they will be more
receptive to this matter. The solution below must be
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presented especially to those people that really fear the
possibility of their ID theft.

Laptop with Camera

iris for iris

recognition recogni-
software tion

Mouse

Figure 8. Multibiometric system, that consists of an iris recognition
camera and a fingerprint sensor installed on a mouse

The first possibility is to integrate the fingerprint sensor
on the token in order to replace the PIN of this device. The
user will scan his/her fingerprint and the token will
continue to function as though the user has inserted the
PIN. All the other functions of the token remain
unchanged. In the following picture, the idea will be
graphically described.

Sy

Figure 9. Token + fingerprint sensor will lead to a token that operates

using this sensor

When registering the application for the token, a
fingerprint or a set of them is/are scanned and stored in the
internal memory of the token. Each time the user wants to
use the token, he/she has to sweep the finger registered on
the token.

Another solution is to use the integrated fingerprint
reader — token device in order to login or sign an order.
The user must first open the token (using a PIN or a
registered fingerprint, as one could see above) and the
authentication page of the internet banking webpage, and,
in addition to the username and the code generated by the
token, he/she should enter the fingerprint again. This
solution requires that the device should be connected to
the computer through the USB port or by other
communication method (Bluetooth, WiFi, etc.).

At least, but not at last, the user can use only a
username and his/her fingerprint in order to enter the
internet banking application. This would be ideal, but the
two solutions presented above have, in our opinion, a
greater level of security.

During our researches in this field, we developed a
Java application that is able to: (i) acquire the fingerprint
from the user; (ii) do the enrollment and store the
template in a MySql database; (iii) do the verification of a
user. After the verification, the bank’s internet banking
application is opened. But, in the future, the main page of
the internet banking can be changed in order to introduce



only the username and a fingerprint for the logon process,
using the application described above.

We chose Java to implement this application because
it is compatible and can be easily integrated with most of
the devices (desktop/laptop computers, tablets, smart-
phones, etc.).

This application is still being developped, because we
use only one fingerprint sensor (SunPlus USB
Fingerprint), placed on an optical mouse. There are a lot
of sensors and the communication with them is made by
the functions in its software or driver. The aim is to make
a universal application that can work with any kind of
fingerprint sensor.

V.

The topic of this article can be more developed and first
of all, one must take into account that some impaired
people can’t provide a fingerprint, so the system must be
adapted in order to satisfy this requirement, too. We chose
this combination token/fingerprint sensor because these
devices are still cheap enough (less than €30 for all of
them). A more secure system shall use iris or other
biometric characteristics, but in this case, the price of the
device will increase (a camera such as the one presented in
figure 7 costs around $100).

The two fields presented in this article (internet banking
and biometrics) are really wide and the research on
combining them can lead to better solutions and higher
levels of security.

CONCLUSIONS AND FUTURE TRENDS
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