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Abstract – Online banking services have become one of 

the most important applications on the Internet, being 

provided by most of the banks all over the world. The 

end-user can manage the accounts or make some 

payments without being forced to go to the physical 

bank office. That’s why security concerns regarding 

authentication have to be taken into the account and the 

bank should provide various and combined methods for 

login, in order to increase the confidence in their 

services. In other words, the bank should provide a 

multi-factor authentication. This paper will present a 

model for user enrollment and authentication, using 

three basic methods, based on: what user knows (a 

username), what user has (a digipass) and an intrinsic 

characteristic of the user, e.g. a fingerprint. Combining 

these three characteristics will lead to a great security 

improvement in authentication or order signing. 

Classical methods are based only on the first two 

characteristics (what user knows and has), without the 

most habitual one, that cannot be lost or stolen: an 

intrinsic characteristic of the user, like a fingerprint or 

an iris. This paper will also present an application 

developed during our researches, for user enrollment 

that can be used in the bank-side environment. 

Keywords- online banking; security; biometrics; 

enrollment; process flowchart 

I. INTRODUCTION  

Online banking services have been in use since the 
beginnings of the 1980’s and are still in a continuous 
development. Most of the banks are providing this 
kind of services to their clients in order to reduce the 
classic transactions and to facilitate the user’s 
operations. For example, someone receives the salary 
in a bank account, and using internet banking can 
make payments or see an overview on the available 
resources, without going to a bank office. Actually, 
using internet banking, the user does not have even to 
know where the bank office is, excepting some 
specific cases: when there are not anymore money into 
the account and the user has to deposit some cash into 
the accounts, when a credit card expires or when a 
digipass isn’t working anymore. Almost all payments 
can be done by using internet banking or credit cards, 
so the user doesn’t have any reason to go to the 
physical bank office, while “virtual” (or online, e-) 
banking service provides almost the same facilities. 

Security in online banking authentication can vary 
from the classic username and static password-based 

method to more advanced techniques that uses an 
username and a dynamically generated password (also 
called OTP – “One Time Password”), through a 
physical or a virtual digipass. These methods are based 
on what user knows/remembers (a username, a 
password) or have (a virtual or physical digipass). But 
the main problem is that these things can be forgotten, 
lost or stolen. That’s why using what user is (a 
specific, particular characteristic that uniquely 
identifies an individual, like fingerprints, iris, voice, 
face, etc.) in online banking authentication will lead to 
a great security improvement. A combination of these 
three (what user knows/has/is) will also lead to a better 
security than using only two of them.  

In the following paragraph we will present the state 
of the art in online-banking authentication using 
biometrics. 

II. STATE OF THE ART 

The idea of using biometric characteristics for 
online banking authentication isn’t a new one but there 
are only a few implementations of this concept, 
especially for testing purposes. Also, only a few 
researches have been done in this field, for example by 
searching IEEE Xplore with the terms “fingerprint 
online banking” will lead to only 14 results, 
“biometrics online banking” displays only 27 results 
and “biometrics security banking” shows 116 papers, 
from the total number of almost 4.000.000 indexed 
items. For the last searched phrase, most of the articles 
appeared after the 2000’s, with only 6 older articles 
that this time span. That’s why we can consider that 
many rigorous researches have to be done in this field. 

A very interesting paper ([1]) was published in 
2012, where the authors are describing their researches 
in using biometrics for various forms of banking: 
ATMs (1

st
 place - 45% from 121 studied banks), 

access control to the bank’s computers (2
nd

 place – 
24%), branch-banking (3

rd
 place, almost equal to 

access control – 22%), internet banking (4
th
 place – 

only 10%), POS devices (with only 2%) or telephone 
banking for password/PIN reset. We can also see that 
Asia is in the front of using biometrics in banking, 
with a percent of 52%, followed by America (32%) 
and Europe (9%). As biometric characteristic, the 
fingerprints are on the first place (48%), followed by 
finger vein, voice, hand vein, iris (7.43%) and 
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signature. Other biometrics are under 5% in their 
researches.  

Other representative papers in this field are 
represented by [2] and [3], the authors describing their 
researches in biometrics used for ATMs. 

During our researches, we published papers in the 
domain of this paper, more relevant being [4] and [5]. 
In the papers [6] and [7] we presented the beginnings 
of using fingerprints for personal recognition and the 
design of an optimal filter for fingerprint’s image 
enhancement and restoration. 

Some banks are using fingerprints for 
authentication, for example United Bankers’ Bank 
(with the webpage for login available at reference [8]). 
This bank is using the U.are.U sensor for fingerprint 
acquiring and the Digital Persona Online Client 4.4.1 
software as the interface between the sensor and the 
webpage. However, this webpage has some 
limitations, because it is browser-dependent (only 
Internet Explorer is accepted, with a version greater 
than 8.0, as it can be seen on the reference [9]) and 
needs additional software to be installed: Silverlight 
and Microsoft .NET Framework with a version greater 
than 4.0. For example, by accessing this page on a 
Windows 7 x64 from Internet Explorer 11.0, the result 
will be that the browser is not acceptable, being 
identified as “Internet Explorer 9.0” (notice that there 
is no blank space between “Internet” and “Explorer”). 
Also, this webpage is also sensor-dependent, because 
it only works with U.are.U sensors. Hence, we can 
conclude that this application is intended to be 
accessed only from a desktop or a notebook computer 
that is equipped with a U.are.U fingerprint sensor, and 
it is not suitable to be accessed from a mobile device 
like a smart phone, a PDA or a tablet device.  

The main purpose is to design an application that 
can be accessed from any device, using the same level 
of security on all of them.  

Next, we will present a model that is intended to be 
used for online banking applications, both from end-
user side and bank-side medium.  

III. PROPOSED MODEL FOR ONLINE BANKING 

APPLICATION 

The online banking application model can be seen 
from two points of view: end-user interface and bank 
officer application for account management. In the 
following paragraphs both of these two sides of the 
application will be described. Figure 1 presents an 
overview on what we will discuss further.  

A. End-user interface 

When the user accesses the online banking, an 
authentication page is delivered through a secure 
channel, using SSL or TLS as cryptographic protocols. 
For stronger security, the user has to use all these three 
methods: what knows (username and PIN for 
digipass), what has (a digipass) and what is (a 
fingerprint previously registered in the bank’s 
database). After successful logon, the user can make 
some operations on the account, like seeing an 
overview on available resources, loans or to make 
payments (paying bills or transfer funds to other 
accounts). The digipass and registered fingerprint 
should also be used for online operations signing. An 
order is at this moment signed using a digipass code or 
the login password. But fingerprints should also be 
used to increase the transaction security. On his 
account, the user can also constitute or clears the 
deposits or to make other actions, like seeing account 
statements or credit card status. 

 

 

Figure 1.  Online banking application overview 
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B. Bank-side application   

In the bank-side environment, the bank officer, 
after successful authentication, can make some 
operations on user’s account(s). A new account can be 
created or existing accounts can be managed or closed. 
Also, operations (like transactions, deposits, etc.) can 
be made on the user’s account.  

When creating a new account, the bank officer has 
to introduce the user’s details and then to assign 
him/her a unique bank account. Next, a digipass has to 
be assigned to the user, being linked with the bank 
account. The user will be asked to change the default 
digipass password to an easier to remember one. After 
these steps, the user has to provide a fingerprint in 
order to be registered in the bank’s database. After all 
went well, the user can use the online banking 
application in order to authenticate using all of the 
provided credentials. If the user doesn’t possess a 
fingerprint scanner, then it will be provided by the 
bank. 

In the next paragraph we will present an 
application developed for user enrollment. 

IV. APPLICATION FOR USER ENROLLMENT 

During our researches, we developed a VB.NET 
application for initial or further enrollment of a user in 
an online banking application. We chose Microsoft 
Fingerprint Scanner for fingerprint acquirement. The 
sensor is presented in figure 2. This fingerprint sensor 
is an optical one, providing high-resolution images. 
The sensor comes with software for fingerprint 
enrollment and identification, created by Digital 
Persona, called “Password Manager”. This device is 
really inexpensive and provides good fingerprint 
images that can be processed in order to enroll, 
identify or verify a person. 

 

Figure 2.  Microsoft Fingerprint Sensor 

We focused on the development of an application 
for user enrollment (bank-side software), the 
authentication part (client-side) being in a developing 
process. The main form of this application is presented 
in the figure 3. We used the sensor described above, 
together with GrFinger library from Griaule 
Biometric’s Fingerprint SDK 2009 ([10]). We used the 

Griaule FingerCap USB driver 2.1, provided by the 
same company, because the original sensor’s software 
doesn’t have a SDK that can be used for application 
development. 

From the GrFinger library, we used only the 
functions for initializing fingerprint sensor and for 
acquiring RAW fingerprint images. For image 
enhancement we used the algorithm proposed in the 
paper [7] and for feature extraction, template creation 
and matching the methods described in the book [11] 
were used.  

The main idea is that five impressions of the same 
fingerprint are taken, each acquired image being 
compared with the ones already introduced. When 
capturing the fingerprint we decide if it is suitable for 
personal recognition or not. If the fingerprint is denied, 
then the user has to repeat the current attempt until an 
acceptable fingerprint is acquired. After the second 
fingerprint, all further images are compared against the 
already acquired images, and if the match score is 
above a threshold established into the software, then 
the password is accepted, otherwise it is rejected and 
the user has to reintroduce it.  

After all fingerprints have been acquired,  in 
compliance with the conditions described above, the 
enrollment process finishes and the user can use his 
credentials in order to login to the internet banking 
application. The final page, after successful enrollment 
is presented in the figure 4.  

This software can be used both for initial 
enrollment or further registration, in the following 
cases: (i) the user has only a username and a password 
and needs a fingerprint to be registered for security 
enhancement; (ii) because of a physical impairment 
that occurs after initial enrollment, the user can 
provide another fingerprint than the one registered in 
the system.  

V. CONCLUSIONS AND FUTURE RESEARCHES 

The main problem with actual authentication 
methods is that are using only credentials that can be 
stolen or lost. Using a characteristic that a user always 
possesses (like a fingerprint), together with actual 
methods, will lead to a security enhancement, being 
suitable even for the most suspicious and reticent 
users. The main target in future research is to develop 
an application that is sensor-independent and that can 
be used on various devices, not only on desktop or 
notebook computers. Also, the designed application 
must be operating system-independent, being suitable 
to be used on Linux, Android, iOS or others, not only 
on Microsoft Windows environment. Many researches 
can be done in raising the security level, especially 
regarding template transfer to the bank’s server or 
predicting spoofing attack that can occur in using 
fingerprints. Many biometrics can be taken into 
account, like iris or face recognition, but keeping the 
implementation price as low as possible (for example 
a basic iris scanner costs around $100, while the 
fingerprint sensor presented above is as low as $30). 
Of course, when we talk about the prices, we refer to 
the bank’s costs, as the devices should be provided 
freely to the end-users. 
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Figure 3.  Application for fingerprint enrollment 

 

Figure 4.  Successful enrollment message 
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