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� SCADASCADASCADASCADA - SSSSupervisory CCCControl and DDDData
AAAAcquisition systems;

� Hardware/software systems that allow:

◦ Data acquisition from sensors or field devices used in
the monitoring and control of industrial process;

◦ Transmission of commands/instructions to the remote
field devices or actuators.

� The main elements of an SCADASCADASCADASCADA systems are:

◦ The human operator;

◦ HMI – Human Machine Interface;

◦ MTU - Master Terminal Unit;

◦ RTU - Remote Terminal Unit.
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� The most-used middleware technologies are

◦ based on OPCOPCOPCOPC specifications                                      
(OPC DA, OPC.NET, OPC UA) 

◦ based on CORBACORBACORBACORBA (Common Object                          
Request Broker Architecture) standard 

◦ based on DDSDDSDDSDDS (Data Distribution Service) protocol;

◦ based on AMQPAMQPAMQPAMQP (Advanced Message Queuing Protocol).

� OPCOPCOPCOPC specifications are developed and sustained
by OPC Foundation.

� Currently, the OPCOPCOPCOPC FoundationFoundationFoundationFoundation provides three
middleware architectures, namely:

◦ Classic OPCOPCOPCOPC DADADADA (based on DCOMDCOMDCOMDCOM technologytechnologytechnologytechnology from Microsoft),

◦ OPCOPCOPCOPC ....NETNETNETNET - initially called Xi Express interface (based on WindowsWindowsWindowsWindows
CommunicationCommunicationCommunicationCommunication FoundationFoundationFoundationFoundation from Microsoft)

◦ OPCOPCOPCOPC UAUAUAUA ----UnifiedUnifiedUnifiedUnified ArchitectureArchitectureArchitectureArchitecture (based on SOAPSOAPSOAPSOAP andandandand WebWebWebWeb servicesservicesservicesservices).
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� CORBACORBACORBACORBA (CCCCommon OOOObject RRRRequest BBBBroker
AAAArchitecture) is a middleware standard based on
the client/server paradigm to distribute data
between heterogeneous applications in terms of
programming language and operating system
used.

� For real-time distribution, there are defined RTRTRTRT----
CORBACORBACORBACORBA specifications that can achieve a
deterministic access to shared resources

� CORBA is still used for data distribution in LHC
Experiments' Control Systems.

� DDSDDSDDSDDS (DDDData DDDDistribution SSSService for RealRealRealReal----TimeTimeTimeTime
SystemsSystemsSystemsSystems) is a middleware standard based on the
publish/subscribepublish/subscribepublish/subscribepublish/subscribe paradigmparadigmparadigmparadigm to distribute data
between heterogeneous applications.

� An important feature of this protocol is that it has

facilities for implementing QoSQoSQoSQoS (Quality(Quality(Quality(Quality ofofofof ServiceServiceServiceService)
parameters in order totototo achieveachieveachieveachieve realrealrealreal----timetimetimetime
performanceperformanceperformanceperformance.

� Due to realrealrealreal----timetimetimetime facilitiesfacilitiesfacilitiesfacilities, this protocol is usedusedusedused inininin
criticalcriticalcriticalcritical systemssystemssystemssystems in the detriment of OPC based
solutions.
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� It is proposed a framework, which will further be
named MIOFMIOFMIOFMIOF (MMMMiddleware IIIInter-OOOOperability
FFFFramework).

� MIOFMIOFMIOFMIOF is based on middlewaremiddlewaremiddlewaremiddleware objectsobjectsobjectsobjects and
connectionsconnectionsconnectionsconnections between these objects.

� Each object encapsulatesencapsulatesencapsulatesencapsulates aaaa specificspecificspecificspecific functionalityfunctionalityfunctionalityfunctionality
depending on the middleware on which is based.

� Each middlewaremiddlewaremiddlewaremiddleware objectobjectobjectobject has aaaa setsetsetset ofofofof parametersparametersparametersparameters and
aaaa setsetsetset ofofofof tagstagstagstags or data members (which behaves like

input/output points).

� LogicalLogicalLogicalLogical architecturearchitecturearchitecturearchitecture ofofofof anananan middlewaremiddlewaremiddlewaremiddleware objectobjectobjectobject....
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� TheTheTheThe interconnectioninterconnectioninterconnectioninterconnection waywaywayway ofofofof middlewaremiddlewaremiddlewaremiddleware objectsobjectsobjectsobjects....

� At this moment, there are implemented middleware 
objects for the:

◦ OPC DA; 

◦ OPC .NET;

◦ OPC UA; 

◦ TAO – an implementation of CORBA; 

◦ OpenDDS - implementation of the DDS standard.
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� TheTheTheThe proprietiesproprietiesproprietiesproprieties ofofofof thethethethe
OPCOPCOPCOPC DADADADA objectobjectobjectobject....

� TheTheTheThe proprietiesproprietiesproprietiesproprieties ofofofof thethethethe
OPCOPCOPCOPC ....NETNETNETNET objectobjectobjectobject....

� Can be developed objects that will take the address
space of the MIOF environment, and they can
distribute it through a specific middleware;

� Can be created OPC UA, OPC. NET and OPC UA
objects that work as servers, and they expose the
address space of the MIOF environment.
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� We presented a solution for interoperability of
SCADA system developed over different
technologies in terms of middleware systems.

� The proposed solution operates on the
publish/subscribe paradigm.

� We can easily introduce new objects that can
retrieve data through a specific middleware or
other methods such as service-oriented
applications.

� This paper was supported by the project
“Sustainable performance in doctoral and post-
doctoral research PERFORM–Contract no.
POSDRU/159/1.5/S/138963”, project co-funded
from European Social Fund through Sectorial
Operational Program Human Resources 2007-
2013.
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On behalf of the Program Committee, it gives me great pleasure to invite you to participate 

in the 18th International Conference on System Theory, Control and Computing ICSTCC 

2014 which will be held at the Rina Sinaia Hotel, Sinaia, ROMANIA, during October 17 - 

19, 2014. 

The ICSTCC 2014 is technically co-sponsored by the IEEE Control Systems Society (CSS). 

The Proceedings will be published in the IEEE Xplore Digital Library and will be 

submitted for indexing in the Conference Proceedings Citation Index. 

 

Your paper submitted to the ICSTCC 2014 has been accepted for presentation by the 

conference. As indicated in the notification letter sent to you about your paper’s acceptance, 

at least one author of your paper must attend the conference to present the paper. We hope 

that you will participate in this scientific meeting. 

Acceptance of your paper for presentation does not, in any way, financially oblige ICSTCC 

2014 for the expenses incurred by you to travel and attend the conference. If you have any 

questions, please contact us at icstcc2014@ac.tuiasi.ro. 

 

WARNING: Depending on your citizenship, you may require visa to enter Romania. For 

additional information about visa and travel authorization, please visit the following 

website: http://www.mae.ro/en/node/2040  

 

Thank you in advance for your participation. I look forward to seeing you in Sinaia. 

 

Sincerely, 

Prof. Mihail Voicu, General Chair of the ICSTCC 2014 
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